Mangaon Shikshan Prasarak M snnedal’s

Ashokdada Sable Law College

LL. B. 3 Year
Tal. Mangaon, Dist. Raigad. 402 104

ashokdadasablelawcollegaf@agmall. com

Adv, Vinod Ghayal Shri. Rajiv Sable Shri. Krishoa Gandhi Dr. Sonali Burte
Chairrman Prasidmnt Sacriatary Princigal

i
Ref Date = )4 / 08 2022

(Affiliated to University of Mumbai)
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P.G. Diploma in
SYLLABILS FOR MPLOMA COURSES

Titke of the Conrses:
1. Diploma in Labour Laws and Labour Welfare

2. Diploma in Taxation Laws
3. Diploma in Cyber Law & Information Technology

Eligibility: Graduute from any fculty from a recognized University
Duratinm: One Acedemic Year

Examination: 1o be held ai the end of every Academic Year

Diploma in Labour Laws and Labour Welfare
Testal Marks = 100
Candidates will be examined inthe [ollowing subjecis:
1, Industrial Relations
2, Social Security Tegislarion
%, Law of Wages and Principles of Wage Fixution
4, Legislation affecting conditions of work, and
5, Field Wark
Paper I- Indnstrial Relations
L. Industrial Disputes Act P97,
3, The Trade Ulnion Act, 1926,
3. Bombay Industrial Relations Act, 1946,

2ol
4. Industrial Employment { Standing Order) Act. Principal
5. METL Aet 1971 Aghokdada Sabale Law Colléga
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Faper Li-Soecial Seeurity Legishntion Total Marks 1 100

1. Workmen's Compensation Act, [923,
Z. Emplovec's Provident Fond Act, 1952
3. Emplovee's State Insurance Act 1948,
4. The Maternily Benefit Act, 1961,

5. Bombay Labour Welfare Act, 1953,

Paper ITI-Low of Wages and Principles of Wage Fixation Total Marks : 1)

|. The Minimum Wages Act, 1948
2, The Payment of Wages Act, 1936
3. The Payment of Bonuos Acl, 1963

Paper 1¥-Legislation affecting conditivns of work Tatal Marks : 108

1. The Factories Act, 1948

2. Thee Planiation Laboor Act, 1951,

3. The Dock Labour Acl

4. The Daock Workers (Hepulagon of Employment) Act, 1948 (Alasngwith Amesdment Act, 1902}
5, Mines and Mincrals (Regulations & Development) Acl, 1957

6, Thie Mines Act, 1952

7. The Bombay Shop and Establishment Act, 1548

Paper ¥-Field Work Total Marks : 1100

Field Work. and Viva-Voce
I shall comsist of the following;
() Memnernine foumnal (20 Mocks)

Fvery student will be required to keep a journal of the Field Work done during the course of his study.

by Study tour reporta{40Marks)
Tt shall tnclude visits o Mines, Industrial Courts, Covermment Departments, Lobour Union Offices,
Emplovee's Stute Insurance Corporation Offices, Labonr Weltare Contres. Labour Colonies elo. as
aszigned.
(o) Viva-Vocel40 Marks)
‘The feld work und viva-voce shall be examined by the racher in-charge of the field work m the
Institution concerned und one or mone external examiners appointed by University of Muombai,
The journals and study tour reports must reach the Uimversily at iuas:t ﬂ‘:I'EE weeks hefore the
Commencement of the examination. = =

Principal
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Diploma In Taxation Law
PAPER |- GENERAL LAWS ATFECTING TAXATION Total Marks : 100

| Constitution: Procedure for ensclment of Tax: The Legislative competence; Freodom of Trade and
Commeree.

2. Hindo Law:
& Persons ton whom law apphics.
b. Mitakshara concept of members and coparcener m Hindu Low with reference (o thear nghts,

<, Intestate and testamentary sudcession in respect of copurceniry interest and separale property,
Joint tenaney in Commaon,

3. Indinn Parinership:
u. Lssentinls of a valid partnesship, Definitions of partmership, partner, firm and firm name.
b. Relations of partner to ane another, effect of admission of minor to the henefit of partnership.

¢, Relation of partners to third parties.

4. Trapsfer of Properiy Ael.:
w. Comeept of immovable propery
b, Iransfer of mmovable property throogh sale, Eilect of
¢. Registrution of document of transfer, Transfer by gifts, Liability of Universal donce.
d. Fraudulent Transler.

e, Trunsfer of metomable clams,

5. Evidence Aot
a. Opinions of Exports
b. Facts when need not o be proved. Public and Private -:Iu'.:um.
T e "G MBLE ;

2. Fxamination and cross cxamination of wilness.
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6. Civil Procedure Code:
. Issue and service of summons 1o witness and other partics

k. Inherent powers of suthorities conducting Judicial proceedings.

7. Indian Trost Aci:
a. Scttler, Trustee and Beneliciary
b. Ezsentials of a valid trust.
. Dhligations in the nature of frust.
d. Dutics of frustecs.

2. [Mscrenonary risds,

&. Indian Specession Act:
i, Execution of priviloged and unprivileged wills.
b, Regisreation of wills.

¢. Procedure regarding prohate, letiers of administration & succession cerfificates,

PAPER II Total Marks : 100

Ingmme Tax

Income Tax Acl, 1961 as amended upto date. (Characters X X, XL X1, XV & XX- A Omitted)

PAPER-II Total Marks : 100
Goods mnd Service Tax{GST Act,

F'nznc.ipal
Ashokdades Sababké Law College
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PAPER IV Total Mardcs : 108

Book Keeping and Acconntancy Suggested Readings

L. Double Endry Book-keeping by 1, K. Batlibai

2, Advanced Accounting by 1. B, Batliboi

3. Practical Auditing by (rhatalia

4, Practical Book-Keeping and Accountancy by Nanbhoy 5 _Dayvar

The course for Paper ¥V (Book-Keeping and Accountaney) of the Diploma in Taxation Laws will be
the following:

| Fundamentals of Double entry Book- Keeping, Cash Book, Ledger, Subsidinry Books, Journal, ete.
including rectification of errars, Types of Cash-book, reconciliation siatement.

2. Bill Transeetions meluding Accommaodation Bills,

1. Manufacturing and Profit end Loss Accounl, Preparation of Balance sheet- Location of Ditference
in Trial Balance ete. Susponse Account.

4_ Receipts ond payments sratement and Income and Expenditure Account. Erstinction between
Capitel and Kevenue expendilure,

5. Ringle entry system of accounts and preparation of Final statements from incomplete records.

6. Partnership accounts exchding the following:

i, Sube o or conversion into a limifed company

b. Distribution of assets (including cashh amongst e parmers on dissehtion.

7. Departmental Accounts.

5, Clonsignment and Joint Yenturg Accounts,

0. Avcounts of Limiled Companies inghiding issne of shares and Debentures but exc luding
Debentures and Preference Shuares

redemption fransactions and also exclhuding the following:

. Amalgmmation, Absorption dand Reconstmiction

b Holding Compuniss Insurance and Bonking companies,

. Double Account System.

10, Methods of Depreciation and various types of reserves und provisions,

| L. Wakustion of Goodwill.

PAPER W Total Marks = 14
Prasctical Training and Project Work

Journal Writing- 80 borks

& Visit to the Income Tax Appellate Tnbunal

b, Vst to £2.A Firm

i, Ingome Tax Coonsel Practicing

d. Wisit o High Court

. Any throe landmark judpments on Income Tax
¥iva Voce- 20 Marks

Principal
Mangaon-Raigad
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Syllabus for

P.G. Diploma in
Cyber Law and Information Technology

Paper-1 : Basie of compuier and Cyber Security
Paper- 11 : Information Technology law (Cyber Law)
Paper—1IIT1  : Cyber erimes and investigation procedures
Paper I'V : Practical training / Field work

Paper I
Basic of Computer & Cyber Security

Toral Warks : 1400

| Hisrory of Computers, Areas of Application

2. Computers and its components, Application Software and System Software

3. Introduction te Operating System

4. Basics of Networks und internet, Tvpes of Merworks, Defimition of Cyber Security

5. Search Enpgines, E-muils and WWW', Intemetworking Devices, Intermed Service Provider, [P

Address, Working of Email System, Domain Name System, Rlogs, Peer to Peer sharing
6. Crypiograply, type, goals, PKI
7. Digital signatures and eleclronic sighatures, Blectronic Payment sysdem and Taxation.

8. Computer & Cyber Security:

g, Tvpes of Allecks,

b. Metaork Securily

o, Dverview of Soourity thrents,

il Hacking Technigques,

c. Password cracking

f. Inscoure Metwork connecions,

g. Malicious Code

h. Concepl of Fire Wall Security
9. Emuil security: Web Security: web authentication, S5L and SET
1. Patabase Security

| 1. Operating System Sccurity W_;/i‘ér;‘w '
12. E-commerce & M-commerce Security Pri p'l,?aw
13. Advance Computers, Nelwork & Mnl:illi.‘ ‘Sﬂ.-lﬂ'll‘-"rﬁ.-]'lmqllﬂﬂ mmg:.ﬁa wﬂﬁaigﬂ
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PAPER 11
Information Technology Law

(Cyber Law)
Total Marks: 104

| Salient festures of the I'T Act, 2000);, various awthoritics under 1T Act and their powers. ; Penalties &
Offences, amendments

2, Impact on other related Acts (Amendments)
a) Amendments to Indian Penal Code.
by Amendments to Indian Evidence Act.
ci Amendments o Bankers Book Evidence Act.
dy Amendments to Beserve Bank of India Act.

3. Cyber Space Jurisdiction
& Jurisdiction issues auder IT Act, 2000,
b. Truditienul Primeipals of Jurisdiction
. Extra tervestrial Jurisdiction
d. Case Laws on Cyher Space Jurisdiction

4. E«commerce und Laws in India
a. Dignal! Electronic Signatre in Indian Laws
b. E-Commerce; 13sues and provisions in Indian Law
¢, E-Governanes; concept and practicality in India
d. E-Taxation issuca in Cyberspace
e. E-Contracts and its validity in India
. Cyher Tribunal & Appellate Tribunal
I, Cvber Regulations

i Intellecal Property Righis, Domam Mames and Tredemark Dhspotes
i} Coticept of Trademurk! n Internet Era
b) Cvber aquatting
ch Reverse Hijacking
d} Jurisdiction in Trademark Dhisputes
e) Copyrighl in the Digital Medium

[y Copyrnght in Computer Programmes &

g) Copyright and WIPO Treaties Prslahclipf;t‘, Cobllege
i ' - kdada Sabale

11 Concept of Tatent Rizxht Asho Mm\gannﬂﬂlgﬂd

1) Relevunt Provisions of Patent Act 1970
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1. Sensitive Personal Data or Information (SPDE in Cyber Law
a. 5P Definition and Reasonable Security Practices in India
I, Beasanable Security Practices ~ International perspective

8. Clond Computing, & [.aw

O, Cyber Luw ; Intemaiionel Perspeclive
a) LB ; Concept and lezsl 1ssucs.
B} UMNCITRAL Model Law,
¢} Electronic Sigonture Liw's of Major Countries
4 Cryplogruphy Laws
e} Cyvber Law’s of Major Countrica
1) EUF Canvention on Cyber Crime

Frincipal
Ashokdada Sababe Law College
Mangaon-Raigad
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FAPER T

Cyber Crimes & Investigation Procedures
Tirtad Mlacks - LOG

1. Cyber Forensic and Computer Crimes and types, Crimes targeting Compaters: Delinition of Cyber
Crime & Computer related crimes, Classification & Differontiation between traditional crime and
ey ber erimes.

. Dota Theft
b. Hacking
c. Spreading Virs & Worms
d. Phishing
e Cyber Stalking Dullyme
F. ldentity Thefi & lmpersonation
g. Credit card & Online Danking Frawds
h. Obscenity, Parnography & Child Pormagraphy
1. Cyber Defamation, Defacement,
J- egal online selling & (Gambling
k, Denial of Service Attacks
1. Cyber terrotism
m. Software Piracy & illegal downloading,
2. Reasons [or Cvber Crimes.
3. Cyber Cnminal Mode and Manner of Committing Cvber Crime,
4. Prevention of Cyher Crimes & Frands Critical analysiz & loop holes of The I1 Act, 2000
4, Cvber Crimes : frecdom of speech in cyber space & human right issues
&, Investipation of Cybor Crimes:
7, Investigation of malicious applications
8. Agencics for investigation in India, their powers and their constitution as per Indian LawPrincipal

' College
9. Procedures followed by First Responders; %%ﬁd o
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i, search and Seimire Procedures of Digilal Byvidence
I, Securing the Scene, Documenting the Scene, Evidence Collection and Teansporiation
a. Data Acquisition
b. Data Analysis
. Reporting
12, Digital Forensics
&, Computer Forensivs
b, Mohile Forensios
o, Forensic Tuols
d. Amti-Forensics
[ 3. Electromic/Disitel Evidence laws & ease Laws
|4, Indernutional Croanizations and Their Roles
a) [CANN
by URDP
¢) WTO und TRIPS
d) Interpol & Europol
£} Impact of Cyber warfare on Privacy Identily
£) Mer Meatrality and ELT Electronic communication Regulatory framework
) WAL
h) Social Metworking sites Vis-a-vis Humun Risht

15, Case Laws : Indian & Intermationl Cases

Principal
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Paper [V
Practical Training/ Project Work
Total Marks : LK

Thee projest reporl submitled by the student will be evalusted joinily by The milermal and exterial
examiners during the practical cxamination. The distribution of marks will be ag fol lows

a) Dissrtation - A0 marks

b) Repoet of field wirk & Preseatation - A0 marks

c) Viva-voice - 1 marks

d) Attendance - [0 marks
RECOMMENDED BOOKS:

I, Cyber Law & Cyber Crimes By Advocele Prashont Mali; Soow White Pablications, Mumbai

2. Cober Law in India by Faroog Ahmad; Pioneer Books

3, Information Technology Law and Practice by Vakul Sharma; Universal Law Publishing Co. Pyt
L.

4, The Indian Cyber Law by Buresh T, Vishwonathen; Bharat Law Houge Mew Delhi

3. Cimide to Cvber and E- Commerce Laws by P.M. Bukshi end B K. Surt; Bherat Law House, New
el

&, Guide o Cyber Lows by Bodoey D, BExder; Wadlvwa and Company, MNagpuar

7. The Information technology Act, 2006 Bare Act- Professional Book Publishers, Mew Delli,

8. Computer Forensics: Principles and Practices by Linda Volonino, Reynabdo Anealdun snd Janag
Cendaring, Pearson Prentice-Hall 20607,

2, Firsl Besponders Guide (o Compuler Forensics by Richard Nolan et al; Carvegi Mellon, 2005,
. Digital Evidence and Computer Crime, 2nd Bd. By Boghan Casey: Academic Press, 20004,

11, The Regulation of Cyberspace by Andrew Murray, 2006; Rotledge —Cavendish.

12, Seene of the Cybercrime: Computer Forensics Handbook by Syngross,

13, Security and [ncident Bespopse by Keath 1 Jones, Richard Bejilich and Curtis W, Rose

14. List of Websites for more mformation is availeble on

Hitpe! v garvkessler net ibearvforensicsarh hiom|

| 5. Introduction to Forengic Science in Crime Tnvestigation By De(Sme) Rukmani Krishnamurthy

_______________________________________ P s
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